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Complying with New York DFS
Cybersecurity Regulations

New Cyber Defense Strategies in the
Wake of 23 NYCRR 500




Overview

With the new cyber security regulations issued by the New As a world leader in machine learning for cyber defense,
York State Department of Financial Services (DFS) in place, (EVOXVEGI [SVOW [MXL SVKERM"EXMSRW M
cRERGMEP MRWXMXYXMSRW ERH XLMVHMREPXMMWRK ¥ RMWINHRK SW IWVRZEVREE MERSW IV ZM C
those institutions are forced to adopt stringent measures EKEMRWX G]FIV XLVIEXW XLEX [SYPH SXLIV][
to enhance their security posture. traditional security defenses. Powered by machine learning

ERH %- EPKSVMXLQW (EVOXVEGImMmW )RXIVT
23 NYCRR 500 obliges covered entities to assess their risk software is easy to implement and critical for helping organi
TVSePl ERH IWXEFPMWL E G]JFIV WIGYVMX}EXI8RBRREQ X3 @ X RpEHHW WWIWI RI[] VIUYMVIQIF
its risks in a robust fashion.” The program includes a host of threat landscape.
requirements which span from annual penetration testing
XLVSYKL XS VIKYPEV XVEMRMRK WIWWNMERW TBMMVMRIS EYUWRBP SIRIKLI-TESWX WXVMRK

and more. While some of these requirements are relatively requirements, particularly the necessity to report security

straightforward, the DFS has also introduced strict measures events that are currently not discoverable using traditional

[LMGL TSWI E WMKRMaGERX GLEPP IR K ImgtBods.\BK EhRaleking eabh®Rh&selirstihis Wi will demon

to comply. WXVEXI LS[ (EVOXVEGIMW )RXIVTVMWI -QQYRI
MW ZMXEP XS sRHMRK ERSQEPSYW FILEZM S

Most notably, the regulation mandates that covered institu and delivering a robust and adaptive cyber security program

XMSRW VITSVX p']lFIVWIGYVMX] )ZIRXWqWMKIXMR JSVSXVMWSRIHINE SJ IZSPZMRK G]FI
QMRMRK XLEX ER MRGMHIRX LEW E pVIEWSREFPI PMOIPMLSSH SJ QEXI

rially harming any material part of the normal operation(s)
SJ XLI 'SZIVIH )RXMX] q ;LMPI MX MW R‘(‘IX GPIEV LS[ XLI (*7

EKVI1 XLEX XLI SRERGMEP GSRWIUY IRGIW SENEY QG PIUHISIURE

this measure will be considerable. GSRoHIRX XLEX FEROW

As the threat landscape continues to evolve, the challenge MRWYVERGI GS Q TERMIV
SJ GSQTP]MRK [MXL XLI LSYV VYPI ERH \gl\@@lﬂﬁEVP]d—lF\QERRN@M EP MRW X

measures will be virtually impossible without the right tech

RSPSK] MR TPEGI 1SHIVR GSVTSVEXI RIX[EBSVOW ¥RH WYTrPW I G Y VM X] E
chains have become increasingly complex, and the rapid

EHSTXMSR SJ ZYPRIVEFPI -S8 HIZMGIW ERH w&%aQM(Q;LmEI%@IWL&%
multiplied attack vectors across the digital enterprise. Against pe rson a| | nfo rm at| on. , ,

this turbulent background, legacy tools based on signatures

SJ TEWX EXXEGOW LEZI TVSZIR MPP |UY Maria TH/ukoSNew Ydrk $late BepavirRevit 8 Financial
UYMIX SV RSZIP XLVIEXW QEPMGMSYW MR9eN¢es ByperipendentOEGLMRI WTIIH
attacks like ransomware.
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Identifying internal and external

i i ? . .
What is the Enterprise Immune System? security risks

Applying the principles of a human immune system,

(EVOXVEGIMW )RXIVTVMWI -QQYRI| 7]WXRIRJ MW XLI NMBNKPHPEWMSRmMW GSVI VIUYMVIQI
most advanced machine learning technology for fying and assessing all internal and external cyber security

cyber defense. Powered by machine learning and VMWOW XLEX QE] XLVIEXIR XLI WIGYVMX] SV
%- EPKSVMXLQW XLI )RXIVTVMWI -QRRISVI O BAYP IMXWXSVIH SR ER SVKERMMEX
EXMZIP] PIEVRW XLI ITEXXIVR SJ P M $kotiod SO0.0ZbNL). YWIV ERH

device on the network, using this understanding
SJ IRSVQEPmM EW E FEWIPMRI XS| HIXASnétwBIRG-Expand/imMSddud a0 virtual environments and

RIZIV FIJSVI WIIR XLVIEXW MR VIEP XMEQ@I SR QSFMPI ERH -S8 HIZMGIW EX ER EPE
digital architectures are becoming increasingly complex and
'VYGMEPP] XLI )RXIVTVMWI -QQYRIHMWXGNP XMWSWPRIYVI ;LMPI QER] SVKERM”"E
PIEVRMRK WS MX HSIWRmMX VIP] SR L YigkBBEsdddrment rosaduxeg fipRdd, Riey often struggle

HEXE ERH GER FI MRWXEPPIH MR |Y R Hwith BRwbrR VisibilBjL anthard/uiable to accurately iden

learning approach enables the platform to identify XMJ] ERH EWWIWW KIRYMRI G]FIV WIGYVMX]
RSZIP XLVIEXW MRGPYHMRK ~IVS typicaW undiérRratinMatid thé WumteRofHdevices connected
WSTLMWXMGEXIH IPS[ ERH WPS[m EXX&E&XQWYV RIX[SVOW F] E QEVKMR SJ -R

ZYPRIVEFMPMXMIW ERH GYVF G]FIV XLVIEXW
gain a comprehensive view of the entire corporate network.

“ CISOs typically underestimate the number
_ _ of deyices connected to their networks by a
Darktrace shines a light margin of 35%.
SRXS SYV WIWXIQW K Meg& MR Yo4¥r1 7]wxio Mw EEPI XS ¢
a Visual ove rVieW Of What’s behavior of all users and devices across all network types,

MR SVHIV XS IWXEFPMWL E ITEXXIVR SJ PM

VIEPP] LETTIRMRK Y R K R wveoniie & o
LSSHM | MRWXIEH SJivldBIMRR sl '

monitor and investigate

every user and device, as well as any anomalous activity
guesswork' ,, MR ER SVKERMA"EXMSRmMW RIX[SVO 8LIWI E
Conor Claxton, COO, Macrosynergy Partners FMPMWXMGEPP] NYHKIH MR (EVOXVEGImMW &

that only the most serious anomalies are presented to the
security team for consideration.

(EVOXVEGImW EFMPMX] XS PIEVR SR XLI N
SVKERMA"EXMSRmMW RSVQEP ITEXXIVR SJ P/
MHIRXMeGEXMSR SJ RIX[SVO ZYPRIVEFMPM XN
which would have otherwise gone unnoticed, providing

YWIVW [MXL E GSQTVILIRWMZI SZIVZMI[ SJ X
IZSPZMRK VMWO TVS=aP|



(IXIGXMRK TVIZMSYWP] YRMHIRXM=zlIH
threats — in real time

A crucial function of the required cyber security program is 8S HEXI (EVOXVEGI LEW YRGSZIVIH SZIV
XLI 1JJIGXMZI HIXIGXMSR SJ pER] EGXEXMXEGRIWND TR S\RYMCEHWIW EYPERO MR -XEP] I\~
SV YRWYGGIWWJYP XS KEMR YREYXLSEMXIHGOGERWWMGT. GIMWVEVKIGMREPW GSZIV
QMWYWI ER -RIJISVQEXMSR 7]WXI1Qqgq MR Esen&xsknbRI&t toHaMB &hredienRiveX higdiiomining oper

WIl 7IGXMSR H -R XLI GYVVIRXEXMBIFE XSPERHWGE/MWI -QQYRI 7]WXIQ HIXIC
where attackers are innovating faster than our defenses, behavior and discovered the hijacked servers in real time,

VIEP XMQI XLVIEX HIXIGXMSR LEW FIGS QR EFPW RKMXIR MFEFRERXWE RHIGY VM X] XIEQ XS H
challenging than ever. operation within less than an hour of the initial compromise

— a prime example of an attack that Darktrace was able to
(EVOXVEGIMW HMWXMRGXMZI ETTVSEGL H&ect whitk dhehiseGENIDIRe HONS YnRadtitet.
as it is in a rich understanding of normal network behavior,
IREFPIW XLI )RXIVTVMWI -QQYRI 7]WXIQ XS WTSX RIZIV FIJSVI
seen threats that other tools miss. Additionally, the ability
to investigate alerts in an intuitive and digestible way lies at

XLI LIEVX SJ (EVOXVEGIMW YWIV MRXIVJEGFREXAAVEEMMXMRAMEXSERXLW (EV
8LVIEX :MWYEPM"IV RSX SRP] TVSZMHIW B L MKLPYZIR SE BV WMKLX SJGV]TXSGY\

threat levels, but also allows you to dive deep into granular

HIXEMPW WYGL EW WTIGMeG GSRRIGXMSRQWMR MR/KME TAMEXAMSIRW [SVPH
SV XLI TEGI SJ HEXE XVERWJIVW SYXWMHI XLI SVKERMAEXMSR

The ability to investigate alerts in an intui -
tive and digestible way lies at the heart of
Darktrace’s user interface.

Darktrace combines this depth of detail with features that
enhance ergonomics and facilitate investigation for security
teams of all maturity levels. The Dynamic Threat Dashboard
allows threat analysts to rapidly triage alerts, with the plat

form automatically presenting relevant information for deci
WMSR QEOMRK MR SRI GPMGO )UYEPP]
XLI)\TIVXm JIEXYVI EPPS[W YWIVW XS MR
network events to Darktrace analysts for timely assistance.

66

With the Enterprise Immune
7IWXIQ XLI QEGLMRI
technology allows our security
team to focus on the real f
XLVIEXW [MXLSYX LEZM RK=SSRI
or tweak the software. 99

Laura Whitt-Winyard, Director of Information Security,
Billtrust

st

*MKYVI (EVOXVEGImMW (JREQMG 8LVIEX (EWLFSEVH
ZMI[ SJ LMKL TVMSVMX] XLVIEXW ERH WYWTMGMSYYV
network.
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Responding to cyber-threats

3RGI E G]JFIV WIGYVMX] XLVIEX SV IZIRX LBWXAIKRI RIEXMIX IHY RPKYGSRaeKYVEFPI EPPS[M
PEXIH SVKERMAEXMSRW QYWX FI EFPI X$JJENMXAWAHRMBIR XEVEPIMHMRIK XS XLI SVKEF
threat before it turns into a crisis, see Section 500.02(b)(4). NWEQTPI %RXMKIRE X]TMGEPP] WXEVXW MR

1SHIm WS YWIVW GER ZEPMHEXI %YRXMKIRET
This requirement poses a tough challenge given the increasing EVI TYX MRXS 1JJIGX PIXXMRK WIGYVMX] XI
WTIIH [MXL [LMGL XSHE]mW XLVIEXW S%BIREMKIREGYW MREZEKYMEWP] QIEWYVIH VIWTS

often struggle to respond to serious threats before they JYPP SR I%GXMZI 1SHIm

escalate and do damage. As attackers continue to innovate

and gain in sophistication, the problem is getting harder, with -R SRI GYWXSQIVmMW IRZMVSRQIRX (EVOXVE
the latest strains of ransomware ushering in a new phase mated strain of ransomware activated by an employee who

of automated attacks. had accessed a phishing email on her personal account.

Seconds later, the device began connecting to an external
7IGYVMX] XIEQW EPSRI 1ZIR XLSWI [M X kerver owthél ToSneXvoris &gt BoSkiencing SMB encryp
OIIT TEGlI ERH QSWX -8 VIWIEVGL ER E Ptjon xctvitied XltHoogh Eh secvnySt&am had gone home
omous response is becoming a requirement to keep up. As for the weekend, Antigena swiftly interrupted all attempts
7GSXX 'VE[JSVH G6IWIEVGL (MVIGXSV SXSRYIWQHRIKBSRTXIE8YAMMW] XS RIX[SVO aPl W
E X 6IWIEVGL LEW WEMH p4ISTPI G EtReagaxk Withilv s¥ddriel® Hedd &3 elgévhere, Antigena has

with the increasing complexity of security, which means that FIGSQl ER MRHMWTIRWEFPI XSSP JSV TVSE
unsupervised machine learning must be equipped to take threats and buying security teams valuable time, without
action against threats as they emerge.” disrupting normal business operations.

8S[EVH XLEX IRH (EVOXVEGImW EYXSRSQSYW VIWTSRWI WSPY
XMSR %RXMKIRE [SVOW F] IRISVGMRK ER SVKERMA"EXMSRmMW IZSPZMRK

ITEXXIVR SJ PMJIm XEOMRK WYVKMGE[;5 STSVXMSREX]I ﬁMSR MR
VIWTSRWI XS MR TVSKVIWW XLVIEXW F] aEIf QQ@ tg@r%ixlsgrt € On

TMRK WTIGMaG GSRRIGXMSRW ERH KMZI\/EIYW(ISYQ\AE])Q('EH}WG(TIP:I' V H |J | R\
to catch up.
i technology on the market that
Is capable of fighting the most
important battles for us.

Michael Sherwood, CIO, City of Las Vegas

Products Connectors & Sensors _ Threat Visualizer _

. W 2
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Cloud, virtual Threat detection High-level & Autonomous,
& on-prem, mobile inside the network forensic 3D view targeted response

Technology
Platform

ENTERPRISE IMMUNE SYSTEM

Powered by machine learning and Al algorithms

*MKYVI 8LI )RXIVTVMWI -QQYRI 7]JWXIQ MW E WIPJ PIEVRMRK XIGLRSPSK] XLEX TVSXIGXW ]JSYV IRX|



Reporting obligations & the Managing third-party risk

72-hour rule 8LMVH TEVX] VMWO VIQEMRW E OI] TVISGGY

6IKYPEXIH SVKERMAEXMSRW EVI V|uvmr{>’?ﬁn_}?_t§r°9<'\7 g'g'gﬁqaﬁf'weraﬁ"\'/gye)(posedm
cyber security events to the DFS. Most notably, Section vulnerabilities introduced by their suppliers, contractors |
VIUYMVIW XLEX SVKERMAEXMSRW 555'5\/2 RXEIF){\&%RE\W / g‘ H XLEIRXMVEWYT
T

EW TSWWMEPI EYX RS PEXIV XLER LSY 'd%%’ Q\?F%%g?g%v WERAY! @;dgaj”i;sR SVKER
LEW HIXIVOQMRIH XLEX E WMKRM=aGER X \9)(||{\/|" 12174 R VIRX MR JEV A
ﬁg @A ERrw EVI RS

Vv

SGGYVVIH 'VYGMEPP] (EVOXVEGI LIPTV%Q\Q
XMQI JVEQI F] HIXIGXMRK ERH VIWTSRH XVE§ L] )I(XL \</ I]QWIVZMGI TVSZMHI

real time, before they have time to gain access to critical . :
. defenses, controls, and governance in place, see Section
data and cause material harm. 500.11

8SKIXLIV (EVOXVEGImW GSVI XIGLRSS%K ERH MRZIW MK_EXI\ﬁISR
. arktrace detects anomalous behaviors wherever they touch
tools have helped hundreds of customers detect emerging

. the network, allowing the technology to monitor all asso
thrgats and respond fast enough to avoid a reportable breach. GMEXIH XLMVH TEVXMIW MR VIEP XMQI 8LN
Unlike conventional defenses, Darktrace can detect anom

EPSYW ERH TSXIRXMEPP] HEQEKMRK EGF)I(:&/I%LI\/FE\;XXLIEI)'J:;((Y:’IMUF:}{I” )\Zv\lg_ﬁféli?w:%q\én?in-rlzvx] IR
GSQTVSQMWI MRGPYHMRK ~IVS HE] XL?\F%(?\} E ‘Eiﬁgﬂ%% W@%ﬂgwp 9
. . MZE VSP X FT WIRWMXMZI H

attacks that take months to unfold, and which are typically )
missed by traditional tools that rely on matching an attack coverage extends across virtual networks, the cloud, and

¢ oy y 9 RSR XVEHMXMSREP -8 XLYW TVSZMHMRK G
to a signature. o .

entire digital business.

Darktrace’s core technology and investigation
tools have helped hundreds of customers
detect emerging threats and respond fast

enough to avoid a reportable breach. ( EVOXVEGI TVSZMHIW L
-R EHHMXMSR TIV 7IGXMSR svKERMEEX NS KW vt FGeedR ZMW Y EP |
UMWO VIPEXIH IZIRXW XLEX $66vV SR xLI RIKEoNoS L odxv ol dpwe L1 FILEZ
helps support this reporting function, as event logs are stored FIl X [ IIR LSWXW WS XLE]

on the appliance for up to a year, and can be retrieved and

WXSVIH IPWI[LIVI MJ VIUYMVIH (Evoxv@ammrm&a’thE@rlmalEassets
"MWYEPMAIV EPWS EPPS[W YWIVW XS Vl\ﬁf§¢§r£ﬁrﬁ<MZMX] XLEX GER FI
YWIH JSV VITSVXMRK TYVTSWIW MR ER E VEMP ERH (EVOXVEGImMW

SRI GPMGO )\IGYXMZI 8LVIEX 6ITSVX EY XSGMFbd@FP\Rde BréSaeMBraldso,
E WYQQEV] SJ LMKL TVMSVMX] XLVIE X Wacksd Natloral Xitd Bvrnbde| W SZI1V E

WIPIGXIH TIVMSH SJ XMQI TVSZMHMRK E LMKL PIZIP SZIVZMI[ SJ
results and trends.

(EVOXVEGI LEW VIHYGIH
XLI QIER XMQI XS HIXIGX
intrusions by 40%.

Vari Bindra, Head of Cyber Defense Center,
Blackhawk Network
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Conclusion

Cyber security is the biggest risk factor facing the global

cRERGMEP WI]WXIQ XSHE] *SV XLI SVKERMA"EXMSRW VIKYPEXIH i ERH

for those who might expect to be regulated in the future —

RS[ MW XLI XMQI XS EGX -J JSPPS[IH TVSTIVP] 2='66

[MPP LIPT IRWYVI XLEX esRERGMEP MRWXMXYXMSRW LEZI XLI XIGLRSP
ogies and procedures in place to protect vital assets in the

JEGI SJ ER YRIJEQMPMEV ERH JEWX IZSPZMRK XLVIEX PERHWGETI

As networks have grown in scope and complexity, the oppor

tunities for attackers to exploit the gaps have increased.

Perimeter defenses are no longer enough to protect the

GSRXIRX SJ WIWXIQW VYPIW GERRSX TVI IQTXMZIP] HIJIRH
EKEMRWX EPP TSWWMFPI EXXEGO ZIGXSVW ERH WMKREXYVI FEWIH HIXIG
XMSR QIXLSHW JEMP VITIEXIHP] ']JFIV EXXEGOW EVI EHZERGIH
YRTVIHMGXEFPI ERH WYFXPI ERH SRP] VIEP XMQI XLVIEX HIXIG

tion and autonomous response based on machine learning

ERH %- GER OIIT YT

8LI )RXIVTVMWI -QQYRI 7]WXIQmW WIPJ PIEVRMRK XIGLRSPSK]

LEW LIPTIH asRERGMEP MRWXMXYXMSRW WXE] ELIEH SJ QEPMGMSYW
anomalies for years, detecting and responding to advanced,

RI1ZIV FIJSVI WIIR XLVIEXW MR VIEP XMQI FIJSVI XLI] LEZI XMQI

XS IRGV]TX IN\NePXVEX|I SV QERMTYPEXI GVMXMGEP HEXE 2S VYPIW SV
WMKREXYVIW EVI RIIHIH -RWXIEH (EVOXVEGIMW IZSPZMRK WIRWI SJ
IWIPIJm PIXW MX HIREQMGEPP] WTSX ERSQEPMIW EW XLI] IQIVKI ERH
XEOI QIEWYVIH EGXMSRW XS GYVF MR TVSKVIWW XLVIEXW

About Darktrace Contact Us

(EVOXVEGI MW XLI [SVPHMW PIEHMRK %- GSQTER] JSV G]FI¥Yshkll B\MgIvMeEL SZIV HIT
QIRXW [SVPH[MHI XLI )RXIVTVMWI -QQYRI 7]JWXIQ MW VIP MigkGR 4§ VIMEEGX ERH aKLX
EKEMRWX G]FIV EXXEGOW MR VIEP XMQI 8LI WIPJ P{EVRMRK %+ TVSXIGXW XLI GPSYH
VEXI|I RIX[SVOW -S8 ERH MRHYWXVMEP WIWXIQW EKEMRW)O(A)\%hIEJ‘l\E%IR’ADVGERKI SJ G]FIV X

ZYPRIVEEMPMXMIW JVSQ MRWMHIV XLVIEXW ERH VERWS@&EVé XS WXIEPXL] ERH W1
(EVOXVEGI LEW  IQTPS]IIW ERH SJaGIW [SVPH[MHI -XWRPCFRFIVES X9 MR 7E
*VERGMWGS ERH 'EQFVMHKI 9/ HEVOXVEGI GSQ

Disclaimer: 8LMW [LMXI TETIV MW JSV MRJSVQEXMSREP TYVTSWIW SRP] ERH RSX JSV XLI
GSRXEGX ]SYV EXXSVRI] XS SFXEMR EHZMGI [MXL VIWTIGX XS ER] TEVXMGYPEV MV






